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All-In-One Security Products today
Depth of Field

� At a glance today‘s All-In-One 
solutions often appear similar

� However many products just 
implement a bare minimum of 
functionality

Product X Product Y

FW � �

VPN � �

IPS � �

Email 

Filter
� �

Web 

Filter
� �

Of critical and most importance is how rich and Of critical and most importance is how rich and 

effective each feature iseffective each feature is
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All-In-One Security Products today
Adapting to changing demands

� Number and types of threats are growing

- New features, tools and technologies are required to protect against
these threats

- Proprietary, ASIC based hardware is hard to upgrade

� Companies are growing

- More employees need to be protected
by the system

- More performance is required

Security Products need to be easily expandable with new Security Products need to be easily expandable with new 

functions and scalable to offer more performance functions and scalable to offer more performance 

One-Click Clustering

1
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All-In-One Security Products today
Licensing Options

� Licensing hardware appliances by number of concurrent IP 
addresses or users is no longer efficient

- Most appliances claim to offer unlimited licensing

- However many still don‘t allow using the maximum performance of the
appliance but set artificial limits, e.g. by:

• Max. concurrent connections

• Max. internet uplink throughput

� Certain (new) functionality is often only available on larger 
units or with advanced OS versions, e.g.

- Mail quarantining

- Directory integration

- High Availability

- User based profiles
…
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The Astaro All-In-One Approach

Browser-based

Unified Management of 

All Applications 

Automatic

Firmware & Pattern 

Updates

Integration of 
Complete Email, Web
& Network protection

Networking-Features 
for High Avaliability

and Load Balancing

All-In-One Appliance

Centralized

Management &
Reporting

Flexible Deployment
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Astaro Company Profile

� Founded 2000

� 170 employees

� Headquarters in: 

- Karlsruhe (Germany)

- Boston (USA)

� Worldwide Offices

� > 2500 partners & 
resellers worldwide

� 24/7 Service

� Astaro protects more than 100.000 networks for 47.000 
customers in over 60 countries
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Our Business

Astaro is a leading supplier of All-In-One Internet Security
Appliances

for small to medium sized companies and 
organizations

requiring integrated products for Email, Web and Network
Security that are cost efficient and easy-to-use.

In contrast to suppliers of single- or other multi-function
products for internet security

Only Astaro offers easy-to-use All-In-One security gateways with
complete enterprise-class functionality
specifically designed for SMEs
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Successful Customers
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Technology Innovation of 
the Year Award 2008
„superior performance”
(Frost & Sullivan)

Top 100 Innovator 2008
„exceeding creative and 
innovative research and 
development”
(Compamedia)

PC Praxis Testsieger
„technically outstanding“
(PC Praxis)

Awards

2008 Editor’s Best Award
„competitive advantages, 
value to the customer“
(Windows IT Pro)

3x Best of the Year Award
2x Editor‘s Choice
„To call Astaro‘s Appliance
just a UTM would be a major
understatement.“
(SC Magazine)

2x Product of the Year
„Among the array of 
contenders, one product 
managed to stand out.”
CRN Magazine
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Certifications

TOLLY Up-to-Spec Certified
independent test lab
(Tolly Enterprises, LLC)

Common Criteria
First UTM appliance to receive the Common 
Criteria certification from the German 
Federal Office for Information Security
(Bundesamt für Sicherheit in der Informationstechnik)

ICSA Labs Firewall Certification
security industry's central authority for research, 
intelligence, and certification testing of products
(ICSA Labs)
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Astaro Mail Gateway Astaro Web Gateway

Astaro All-In-One-Appliances

optionaloptio
nal

Astaro Security Gateway
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Unified Management made easy

10-Minute-Setup
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Hardware

Operating 

System

Application

Deployment Models

Software 

Appliance

Hardware

Appliance

Virtual

Appliance

First UTM Appliance that passed VMware validation program
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Astaro Management & VPN Products

Astaro Command Center

Provides Centralized management and real-time 

monitoring for multiple Astaro appliances

Advanced IPsec VPN client with personal 

firewall and integrated dialer

Astaro Secure Client

Collects, correlates and analyzes security data and 

provides a huge portfolio of graphical reports

Astaro Report Manager
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The Astaro Difference

� Only Astaro appliances are 

available in three different types

� Nobody's more flexible

Over 47,000 customers Over 47,000 customers 
are already protecting are already protecting 
more than 100,000 more than 100,000 
networks  with an networks  with an 
Astaro applianceAstaro appliance

10-Minute-Setup

� Nobody's faster � Prooven technology

One-Click Clustering

1
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Astaro Products
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Astaro Security Gateway 
Unified Threat Management Appliances

All you need for comprehensive Email, Web and  Network security
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Astaro Security Gateway
Comprehensive Email, Web & Network Security

optionaloptio
nal

Astaro Security Gateway
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Astaro Security Gateway
Layered Security

Firewall

and VPN

Intrusion

Prevention

Content Filtering–

Virus/Spam/URL/
Spyware/Phishing

Astaro Security Gateway
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Astaro Security Gateway
Easily Managed

10-Minute-Setup
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Astaro Security Gateway  
Products

Hardware Appliances

*Pricing based #IPs/Users

Software Appliance*

Runs on Intel-compatible PCs and servers

Virtual Appliance*
Runs in any VMware environment
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Astaro Security Gateway 
Key Differentiators

� Dual independent Antivirus Engines scan all SMTP & POP3-Mails

� Extensive set of enterprise-class spam detection capabilities

� Clientless Email Encryption (TLS, S/MIME, OpenPGP)

MailMail

� Dual independent Antivirus Engines scan all HTTP/S and FTP data

� Granular URL Access Control Policies supporting SSO

� User-based IM/P2P control, including skype blocking

WebWeb

NetNet

� IPsec, SSL, PPTP and L2TP VPN support on all appliances

� One-Click Full IP SSL VPN with unlimited free clients

� Deep Inspection Packet Filtering with >8.000 rules
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Astaro Security Gateway 
Key Differentiators

� 7th Generation AJAX-featured GUI in 6 local languages

� Automatic pattern and system software updates

� Localized UserPortal in 15 languages

� One-Click-Clustering with integrated load balancing 

� Automatic Configuration Backup via email

� Easy integration with Active Directory and Exchange

GUIGUI
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Astaro Web Gateway 
All-In-One Web Security Appliances

All you need for comprehensive Web security
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Astaro Web Gateway
Deployment scenarios

HTTP, FTP, 
IM/P2P

HTTP

Other traffic

Other traffic
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Astaro Web Gateway
Easily Managed
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Astaro Web Gateway
Web Security Reporting
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Astaro Web Gateway  
Products

Hardware Appliances

Virtual Appliance*
Runs in any VMware environment

*Pricing based #IPs/Users

Software Appliance*

Runs on Intel-compatible PCs and servers
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Astaro Web Gateway 
Key Differentiators

� Based on 96 categories with user/time based policies

� Granular Access Control Policies supporting eDir & AD SSO
URL URL 

FilterFilter

� For viruses, phishing, spyware (phone home) and active content 

� Dual Antivirus Engines independently scan HTTP/S and FTP data
MalwareMalware

DetectionDetection

� Granularly control and block the use of IM/P2P applications 

(including skype) down to the user level  

IM/P2PIM/P2P

ControlControl

� Reserve bandwidth for important business applications

� One-Click-Clustering for maximum flexibility and scalability

BandwidthBandwidth

MgmntMgmnt..
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Astaro Mail Gateway 
All-In-One Mail Security Appliances

All you need for comprehensive Mail security
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Astaro Mail Gateway
Comprehensive Mail Security functionality
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Astaro Mail Gateway
Deployment as „Inline Gateway“

SMTP

Other traffic

POP3
SMTP, 

POP3
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Astaro Mail Gateway
Deployment as dedicated Gateway

SMTP

Other traffic
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Astaro Mail Gateway
Easily Managed: The browser-based GUI

10-Minute-Setup
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Astaro Mail Gateway
The UserPortal

� Self-management of individual Mail Quarantine and Mail Log in 15 languages
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Astaro Mail Gateway
Daily Quarantine Report

� Sent to each user on a daily basis at customizable times
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Astaro Mail Gateway  
Products

Hardware Appliances

Virtual Appliance*
Runs in any VMware environment

Software Appliance*

Runs on Intel-compatible PCs and servers

*Pricing based on #Mailboxes
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Astaro Mail Gateway 
Key Differentiators

� Mix of sophisticated spam detection techniques for SMTP & POP3

� Dual independent Antivirus Engines scan all SMTP & POP3-Mails

� Clientless Email Encryption at no extra charge 

Mail Mail 

SecuritySecurity

� One-Click-Clustering and HA for maximum flexibility and scalability

� Easy integration with Active Directory and Exchange

� SSL-VPN for remote Exchange access

EasyEasy to to 

deploydeploy

� Localized UserPortal and email reports 

� Individual spam management and personalized email log view

� User can select from 15 different languages

EasyEasy to to 

managemanage
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Astaro Command Center 

Centralized Management for Astaro All-In-One Gateways
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Astaro Managed Security
Centralized Management for all Astaro Gateways

Astaro Command Center

Astaro Security Gateway Astaro Web GatewayAstaro Mail Gateway
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Astaro Command Center 
Feature Overview
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Astaro Command Center 
Easy to use

WebAdmin

ACC System Management

Gateway Manager

Device Management for individual customers
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Astaro Command Center  
Products

Virtual Appliance*

Runs in any VMware environment

Software Appliance*

Runs on Intel-compatible PCs and servers

Hardware Appliances

*Free of charge
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Astaro Command Center
Benefits

� Save administrative time and money when managing multiple 
globally distributed security devices

� Easily define and deploy company wide security policies

� Keep an overview about the overall security status of your 
network

� Track critical device parameters in real-time 

� Simple Site-to-Site VPN Configuration
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Business Benefits with Astaro

� Comprehensive Protection

- Integrated appliances for email, web and network security

- New layers of protection are added as quickly as new threats arrive

- All applications compete with best point solutions available

� Easy to manage

- Single browser-based GUI for simple management of all applications 

- Real-time automatic update of firmware and attack patterns keep 
system always up-to-date

- scales seamlessly from small offices to large headquarter installations

� Cost efficient 

- Flexible deployment options

- Minimal administration and operating costs



For additional information:

Astaro Web Site

Astaro Software & Virtual Appliances Free Download

www.astaro.com/download

www.astaro.com

Astaro

All-in-One Internet Security

Astaro Feature Request Portal

http://feature.astaro.com



Astaro Gateway Software V7.5
What’s New



AxG V7.5
Overview

� Things of Major significance?

- Real-time Bandwidth Monitor

- Intrusion Protection Engine Upgrade

- Transparent Web Proxy with Authentication

- WebAdmin Improvements

- Import and Export of Lists

� How does this release help us?

- More convenience and usability for WebAdmin

- Features to help against competition

- Functionality to gain new customers



Real Time Bandwidth Monitor
Visibility

� “What’s going on 
in my network?”

� Instant updates

� Determine who 
and what is 
slowing down the 
network

� New Visuals for 
Dashboard



Intrusion Protection Engine Upgrade
Stronger, Faster, Better.

� New Multi-Core 
Support

� Stop the latest 
Microsoft 
Exploits

� Up to 100% 
increase in 
performance



Transparent Proxy with Authentication
Best of Both Worlds

� No Browser 
Changes

� Authenticate 
against existing 
resources

� Configurable 
timeout



Transparent Proxy with Authentication
Customizable Portal

� Great for Public setups



HTTP/S Proxy
Reputation Blocking

� Gobal rating 
system

� New check 
for filtering 
URL



Importing/Exporting of Lists
Many Uses!

� Easily bring in 
configuration 
from other 
solutions

� Port over lists to 
other Astaro’s

� Applied to many 
areas of 
WebAdmin



Upgraded SSL VPN
Latest & Greatest

� Compatible 
with 64-bit 
systems

� Support for 
configuration 
files

� VPN has never 
been easier!



AxG V7.5
Pricing and Availability

� Last feature release for V7

� Pricing does not change

� No performance impact

� New collaterals will be available

� Customers with valid Maintenance agreements 
receive V7.5 at no cost



For more info please visit the Astaro Up2date Blog at:

http://up2date.astaro.com


