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IT-Security Challenges of Today

internet securi ty

.‘ astaro

© Astarae2888aro 2009

Costs Time to manage
Router CELEEL OO0 Q
Firewall €E€ELEE OO0 S
IPS EE€ELEEL OO0 Q
SSL VPN Gateway << < DEIES
E-Mail/Spam Filter € < & DRSNS
GW Antivirus-Filter = < = & Q@
Web-Filter €£LE ORONO
WAN Link Balancer < < © S
Load Balancer £E€E & €
Total: EEELEEED» OO OO C
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Integration is Key

internet securi ty

g‘ astaro

Clustering
SSL VPN
IM/P2P control
Email Encryption
Single Sign On
Dual AV
Central Mgmnt.. Central Mgmnt.
VolP VolP
Antiphishing Antiphishing
Antispyware Antispyware
Antispam Antispam Antispam
URL Filter URL Filter URL Filter
URL Filter IDS/IPS IDS/IPS IDS/IPS
Anti Virus Anti Virus Anti Virus Anti Virus
VPN VPN VPN VPN
Firewall Firewall Firewall Firewall
2000 2003 2005 2008
FW/VPN UTM UTM+ XTM
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All-In-One Security Products today
Depth of Field

= At a glance today‘s All-In-One -
solutions often appear similar EW
= However many products just VPN
implement a bare minimum of IPS
functionality Emai
Filter
Web
Filter

© Astaro 2009

ttttttttttttttt

v

D N N NN

v
v
v

AN

Ol criticallandimosi Imperiancesthow nehrand

effiechve each feattrels

Astaro Overview - Page 5



| °
All-In-One Security Products today .‘ et
Adapting to changing demands

= Number and types of threats are growing

- New features, tools and technologies are required to protect against
these threats

Proprietary, ASIC based hardware is hard to upgrade

= Companies are growing

- More employees need to be protected
by the system

- More performance is required

One-Click Clustering

SECUNty PreducisInEEale e easilyiexpandallemwitiinew,

fupletlons zlplel Sezilzlo)leio) eifisli aplelfel oefioramlelnes
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astar0o
Licensing Options

Licensing hardware appliances by humber of concurrent IP
addresses or users is no longer efficient

Most appliances claim to offer unlimited licensing

However many still don‘t allow using the maximum performance of the
appliance but set artificial limits, e.g. by:

- Max. concurrent connections

- Max. internet uplink throughput

Certain (new) functionality is often only available on larger
units or with advanced OS versions, e.g.

Mail quarantining
Directory integration
High Availability
User based profiles
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internet securi ty

J‘ +
The Astaro All-In-One Approach @" ====nk

Flexible Deployment

Browser-based
Unified Management of
All Applications

Integration of
Complete Email, Web
& Network protection

S

P

Automatic Networking-Features
Firmware & Pattern for High Avaliability
Updates and Load Balancing

Management &
Reporting
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Founded 2000

170 employees

Headquarters in:

- Karlsruhe (Germany)
- Boston (USA)

Worldwide Offices

> 2500 partners &
resellers worldwide

24/7 Service

Astaro protects more than 100.000 networks for 47.000
customers in over 60 countries
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Astaro is
for

requiring

In contrast to

Only Astaro offers

© Astaro 2009

astar0

a leading supplier of All-In-One Internet Security
Appliances

small to medium sized companies and
organizations

integrated products for Email, Web and Network
Security that are cost efficient and easy-to-use.

suppliers of single- or other multi-function
products for internet security

easy-to-use All-In-One security gateways with
complete enterprise-class functionality
specifically designed for SMEs
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Successful Customers

ﬁ’smamos Deloitte. Versarel
@§ STANFORD

SHARP - 3

SIEMENS  pricis

...... be sharp BI“ESI;]}E!{I
@ . Association
mssane ITTMICFOS
Automaotive
m _'}_ ElLFlH;EuF:!EEHc-ER
TECHNISCHE EADS | ’ﬂr POStba“k
UNIVERSITAT
MUNCHEN | |
HOTELS
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Technology Innovation of
the Year Award 2008

,superior performance”
(Frost & Sullivan)

Top 100 Innovator 2008
,exceeding creative and
innovative research and

development”
(Compamedia)

PC Praxis Testsieger

Ltechnically outstanding™
(PC Praxis)

© Astaro 2009
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Top-Innovator

Testsieger 0507

astar0o

2008 Editor’s Best Award
,competitive advantages,

value to the customer"
(Windows IT Pro)

3x Best of the Year Award

2x Editor's Choice ‘.j ..
»~T0 call Astaro's Appliance urrd
just a UTM would be a major A5

il I\ /'l \ ,". "’
understatement.™ WINNER
(SC Magazine)

Ny

MAGATIINE
RECOMMENDED

2x Product of the Year
~Among the array of
contenders, one product

managed to stand out.” TEST
CRN Magazine 20086 Product ol the Year
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ICSA Labs Firewall Certification i
security industry's central authority for research, ans
intelligence, and certification testing of products CERTIFIED

(ICSA Labs)

(Firewall-Corporate)

Common Criteria
H H First UTM appliance to receive the Common
e’ Criteria certification from the German
|2~  Federal Office for Information Security

(Bundesamt fiir Sicherheit in der Informationstechnik)

TOLLY Up-to-Spec Certified

independent test lab
(Tolly Enterprises, LLC)
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internet security

“ astaro
Astaro All-In-One-Appliances |

Astaro Security Gateway

o

Mail Security
Anti Spam & Phishing

Network Security Web Security

Firewall URL Filter
VPN Antivirus & Antispyware
Intrusion Prevention IM & P2P Control

Dual Virus Protection
Email Encryption

€

Enterprise-class
Security designed
for SMEs
| Astaro Web Gateway |

Astaro Mail Gateway Astaro Web Gateway
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internet security

Unified Management made easy

Management . -
Top accounting services Top source hosts

Web Security

Lo BTatal packets: 116 335 Total packets: 116 335
Interfaces Total traffic: 64.2 MB Total traffic: 64.2 MB
Br|dg|ng Proto Port Service Packets Traffic P Packets Traffic
Rauting 1 WEBADMIN | 107 052 213,144,153
DNS 2 Tcp 22 SSH 8 055 2 L} | o0 D0 00 J90 I - | s B = | | 1 _nao
it 3 TCP 443 HTTRS 1012 1S icnne
OSPF ) 4 | uDpP 53 DOMAIN 136 d : — : . _
CQuality of Service (QoS) = UDP 193 NTP o ol Global ] Routing ] Anti-virus | Anti-Spam ] Exceptions | Relaying [ Advanced
. 2 Db S SEhas g = — Spam detection during SMTP transaction
7 UDP | 33457 33467 2 <[
_ g UDP | 33458 23458 -] <[ Reject at SMTP Time: | Confimed Spam v Activate spam rejection in the SMTP transaction by
selecting a either to reject all Spam ar only
= LDP 33442 33442 2 < Confirmed Spam.
Network Security 10 33443 2| <l s

Concurrent connections today .
Mail Security — RBLs {Realtime hlackhole lists)
e [ Use recommended RBLs Realtime blackhale lists (RBLs, also called 'DNS
VoIP Security . . lists') are the first line in spam defense. RBL
[ Block dialup/residential hosts processing is very fast, so it is heavily
2p Concurrel
= - Extra REL Zones
Site-to-site VPN 200 = : E : 1

P
p

recommended ta leave this feature turned on.
200 i
Congratulations on your new Astaro Secu
lee
Support o+ :
12:00 14:00 16:00 12:00 2

Total

This wizard will guide wou through some basic configur
network secured and up and rurmning quickly.

Y¥ou can finish the wizard at any step by clickng the Ap
point without applyng any of iks settings: by clicking the

Spam action: | Quarartine i Continue with this wizard

i Rastore sxisting backup file
1 Skip this wizard

Confirmed Spam action: | Quarartine

10-Minute-Setup
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Deployment Models I
Hardware Software Virtual
Appliance Appliance Appliance
|
Application
o (&) vmware
. READY
Operating | - | ‘
System
Hardware - \ ‘ \ ‘

First UTM Appliance that passed VMware validation program

© Astaro 2009 Astaro Overview — Page 16



internet securi ty

Y
Astaro Management & VPN Products ¢’ astaro

Astaro Command Center

Provides Centralized management and real-time
monitoring for multiple Astaro appliances

Astaro Report Manager

Collects, correlates and analyzes security data and
provides a huge portfolio of graphical reports

Astaro Secure Client

Advanced IPsec VPN client with personal
firewall and integrated dialer

© Astaro 2009 Astaro Overview - Page 17



The Astaro Difference

» Only Astaro appliances are
available in three different types

Hardware- Software- Virtual-
Appliance Appliance Appliance

» Nobody's faster

Drashboard

Lt e '
fanagement Anti-Virus

setvrork

— Anki-virus scanning
LIsers

¥| Usa Anti-irus scannin
Definitions = "

setwork Security ] Single Scan [Maximum Perfg
Dual Scan (Maximum Securif

Web Security

AREIAIS action:  Quarsling

10-Minute-Setup

© Astaro 2009

internet securi ty

g‘ astaro

» Nobody's more flexible

One-Click Clustering

» Prooven technology

Over 47,000 customers
are already protecting
more than 100,000

networks with an
Astaro appliance

Astaro Overview - Page 18
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Astaro Products
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Astaro Security Gateway
Unified Threat Management Appliances

All you need for comprehensive Email, Web and Network security

© Astaro 2009 Astaro Overview - Page 20
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Astaro Security Gateway ¢! staro
Comprehensive Email, Web & Network Security

Astaro Security Gateway

Mail Security Network Security Web Security

Anti Spam & Phishing Firewall URL Filter
Dual Virus Protection VPN Antivirus & Antispyware
Email Encryption Intrusion Prevention IM & P2P Control

© Astaro 2009 Astaro Overview - Page 21



. \
Astaro Security Gateway .‘ astarn
Layered Security

Astaro Security Gateway

a 1 userl (User Metwaork) g-{:—b Q mailserverl
- Remote Acocess A IMEP
I . [ e Flrewa" Oede ) @ 2 Elmars Home Met (== 63 any

[ Internetzugriff ¢ weekend S HTTPS
———7/ and VPN
[l 3 ethil-ActaroLan (Address) W =t—e @ any
B Nane #bny
' —_ = = ] any === S any
External Internet STQP 5 Testrageln ey
users b STOF
: Dpersting system specific
- ] Windcws I [Nt 86 [ Addestrawamings [ Motify
= uni Oeap w1 Acd estra warririgs  [2] Mokify
I t - [l athess Oedmat ¥ & add estra warmngs [ Moty
=)
I_II_II_I ntrusion [ attacks sgainst Servers
= t— 1 HITP Servers
Interna' AN — Preventlon =11 Cammon 4dd axtra warminigs otify
L S 1 apacha . Add extra warmmgs Motify
l.l S e I‘S [] Migreeoft s < ¢ : Add axtra warnngs Motify
[ Other HTTP Servers Add extra wamngs Motify
=] Coldfussan ' . Add axtra warmmgs Botify
] Frartpage Add extra warnings
1 pHe add extra warnngs

Anti-virus 8 Content Filker 8 Content Filter Categories

«Qﬂ—g\ |ve

—— . Content Filtering-

—— 7 Virus/Spam/URL/
Spyware/Phishing

Anti-Virus scanning

Use Anti-virus scanning

Single Scan (Maximum Performance)
[] Dual Scan (Maximurm Security)

Max scanning size: Megabytes

Database Email Web
Internal Resources

stop
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Astaro Security Gateway
Easily Managed

Y astaro

Management . -
Top accounting services Top source hosts

astaro

internet security

Interfaces Total traffic: 64.2 MB Total traffic: 64.2 MB

Bridging Proto = Port Service Packets Traffic P Packets Traffic

Routing WEBADMIN | 107 052 213.144.15.3

DNS Tcp 22 SSH 8 055 2 L] | o0 D0 00 J90 I - | s B = | | 4 nao

Dl-Icle TCP | 443 HTTPS 1012] AFHa sl
D3RF UDP 53 DOMAIN 136

LR N i VR ) R R TR L

Web Security

>

7 Apply

CQuality of Service (QoS) UDP 193 NTP o r lwlel Global B Routing § Anti-virus 8 Anti-Spam B Exceptions B Relaying 8 Advanced
i De S SE = = — Spam detection during SMTP transaction
UDP | 33458 23458 -] <[ Reject at SMTP Time: | Confimed Spam v Activate spam rejection in the SMTP transaction by
selecting a either to reject all Spam ar only
LDP 33442 33442 2 < Confirmed Spam.
Network Security 10 33443 2| <l

P
p

300
W 200

£

:

© Astaro 2009

Concurrent connections today

Concurrel

T
12:00 14:00 16:00 12:00 2
O Connections Current:

77.86

— RBLs {(Realtime blackhole lists)

[ Use recommended RELs
[ Block dialupfresidential hosts

Extra RBL Zo

— Spam filter

Sparn action: |Quarantine

Confirmed Spam action: | Quarartine

10-Minute-Setup

Realtime blackhole lists {RBLs, also called 'DNS
lists') are the first line in spam defense. RBL
processing is very fast, so it is heavily
recommended ta leave this feature turned on.

Congratulations on your new Astaro Secu

This wizard will guide wou through some basic configur
network secured and up and rurmning quickly.

Y¥ou can finish the wizard at any step by clickng the Ap
point without applyng any of iks settings: by clicking the

& Contimue with this wizard

" Rastore sxisting backup fle
1 Skip this wizard
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Astaro Security Gateway
Products

Hardware Appliances

internet security

g‘ astaro

. Small Medium Medium
Environment networks networks networks
10/100 Mbps
Network Ports 4 8 4
Gigabit Network 4
Ports
Max. recommended
FW Users 10/50 150 350
Max. recommended
UTM Users 10/25 70 200

Software Appliance*
Runs on Intel-compatible PCs and servers

Virtual Appliance™®
Runs in any VMware environment

© Astaro 2009

Large
networks

6 & 2 SFP
1000

600

o
=

Large Large
networks networks

10 & 4 SFP 10 & 8 SFP
2500 4000

1300 2000

*Pricing based #IPs/Users
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Astaro Security Gateway ¢! staro
Key Differentiators

Enterprise-Class Email, Web and Network Security designed for SMEs:

= |Psec, SSL, PPTP and L2TP VPN support on all appliances
= One-Click Full IP SSL VPN with unlimited free clients
= Deep Inspection Packet Filtering with >8.000 rules

= Dual independent Antivirus Engines scan all SMTP & POP3-Mails
= Extensive set of enterprise-class spam detection capabilities
= Clientless Email Encryption (TLS, S/IMIME, OpenPGP)

= Dual independent Antivirus Engines scan all HTTP/S and FTP data
= Granular URL Access Control Policies supporting SSO
= User-based IM/P2P control, including skype blocking

© Astaro 2009 Astaro Overview - Page 25
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Astaro Security Gateway ¢! staro
Key Differentiators

Easy Management

= 7th Generation AJAX-featured GUI in 6 local languages
= Automatic pattern and system software updates

= | ocalized UserPortal in 15 languages

= One-Click-Clustering with integrated load balancing

= Automatic Configuration Backup via email

= Easy integration with Active Directory and Exchange

© Astaro 2009 Astaro Overview — Page 26
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Astaro Web Gateway
All-In-One Web Security Appliances

All you need for comprehensive Web security

© Astaro 2009 Astaro Overview — Page 27



Astaro Web Gateway .‘ astarn
Deployment scenarios

Internet Firewall AWG Clhients

Inspect Other traffic
HTTP traffic ‘g?
only
’,
Other traffic
Inspect éuu;
all traffic
HTTP FTP,
IM/P2P

© Astaro 2009 Astaro Overview — Page 28
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Astaro Web Gateway .\
Easily Managed

Ewvery 5 seconds

Management

Network Model: AWG2000

Users Serial: 0123456789 e
License |D: 000000 Port Name Type State Link

Uptime: 0d 3h 26m ethoO |Internal Ethernet Up Up
ethl junused

Definitions

Web Security

i Version information
IM/P2P = z 3
Firmware version: 7.191 Current system configuration
e Pattern version: 7531

Last check: 7 minutes ago

& HTTP Proxy is active, 0 requests served today
=& FTP Proxy is inactive

astaro

internet security

e — i At Sy
@& Anti-Spyw3 Management
BCll— cru® ] s vaciuster B protocols
- etwor
RAM of 1002.3 MB
I“ [123% IM Control status (="
Swap ‘= | 0%ofl.0GE |
LogDisk - || 0% of35.4GE | Definitions ~ Protocals
Data Disk - | 2%of27.0G8 | Web Security AOL Instant Messenger |Lag v
/ ICQ {(OSCAR)
e Google Talk / Jabber | Block file trangfers v|
¥ Instant Messaging (IM) Internet Relay Chat | Log v/
Peer to Peer (PZP) (IRC)
Logging MSN Messenger | Lag »|
Reporting Skype |Block completely V|
Support Tencent QQ | Do not contral V|
Log off Yahoo! Messenger | Da nat cantral |

© Astaro 2009 Astaro Overview - Page 29



Astaro Web Gateway
Web Security Reporting

¥ a=taro

Dashhoard

Management

Web Usage I Blocked Usage

Top Blocked Categories 'I

Top domains by time spent

Custom vl from: @ 200701-22

number of ows 'I

Top Category

Newsgroups / Bulletin Boards / General
Discussion Sites

1
2|IT Security / IT Information
3|Communication Services

4|Search Engines / Web Catalogs / Portals
5|Software / Hardware / Distnbutors
6|General News / Newspapers / Magazines
7|Chat

8(web Mail

9|Anonymous Proxies

10|Job Search

11|Uncategorized

12|Spyware

13|Non-Governmental Organizations
14|Education

15|Governmental Organizations

16|Political Extreme / Hate / Discrimination
17|0nline Shopping

e i e e e e e T I O I S S I )

Update

Results: 1-18 of 18

G % Requesis ¥ ©Op
8.00 19.64 3304
8.00 29.07 2043
8.00 11.85 1423
8.00 15.08 1338
8.00 g.02 1069
8.00 9.16 297
8.00 3.87 347
4.00 0.82 72
4.00 0.91 61
4.00 0.05 47
4.00 0.07 22
4.00 0.19 17
4.00 0.14 16
4.00 0.05 7
4.00 0.02 1
4.00 0.02 1
4.00 0.02 1

1 1

18|Auctions / Classified Ads 4.00 0.02 0.01

internet security

g‘ astaro

Top users by lime spent

Total unique users: 47

Total traffic: 116.7 MB

Timie spent

1 [10.128.136.30 01:21:18 15.23
2 |10.128.136.15 D0:58:32 10.97
310128142100 00:56:56| 1067
4 |10.128.128.23 D0:39:53 747
5 [10.128:129.170 B0:28:11 5.28
6 | 10.128.125.141 D0:25:50 4.84
7 | 10.128.135.42 4.82
8 |10.128.128.40 00:23:51 a.47
9 110.128.129.70 00:20:41 387

wd
a

10.128.128.46

Top users by traflic

D0:17:45

Total unique userg: 47
Total traffic: 116.7 MB

User

Traffic %o

1 [10.128.142.203

2 [10.128.146,105 19.6 M8 16.78
3 |10.128.138.111 19.2M8 1646
4 |10.128.128.23 18.5 MB 15.83
5 |10.128.136.15 8.3 M8 712
6 |10.128.136.10 7.7 MB 6.61
7 |10.128.138.100 2.8 MB 3.27
8 [10.128.128.37 2.5 M8 | 2.18
9 |10.128.136.42

© Astaro 2009

Top blocked categories

=t
[=]

10,128.129.141
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Astaro Web Gateway ¢’ astaro
Products

Hardware Appliances

_ AWG 1000 AWG 2000 AWG 3000 AWG 4000
Smallto Medium Medium business Medium business Medium business,

Environment

business enterprise division
Gigabit Network Ports 2 2 4 4
Recommended Users 1-100 50 - 250 150- 750 500 - 2000
Web Throughput 50 Mbit/s 80 Mbit/s 150 Mbit/s 250 Mbit/s

Software Appliance*
Runs on Intel-compatible PCs and servers

Virtual Appliance*
Runs in any VMware environment

*Pricing based #IPs/Users
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Astaro Web Gateway ¢! staro
Key Differentiators

Complete Enterprise-Class Web Security including:

URL = Based on 96 categories with user/time based policies
FLICIE = Granular Access Control Policies supporting eDir & AD SSO

TR = For viruses, phishing, spyware (phone home) and active content
PECHIGLE = Dual Antivirus Engines independently scan HTTP/S and FTP data

|J[:F1:38 = Granularly control and block the use of IM/P2P applications
LU (including skype) down to the user level

LGy ) = Reserve bandwidth for important business applications
= One-Click-Clustering for maximum flexibility and scalability
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Astaro Mail Gateway
All-In-One Mail Security Appliances

All you need for comprehensive Mail security
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Astaro Mail Gateway
Comprehensive Mail Security functionality

EEEEEEEEEEEE

© Astaro 2009
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Astaro Mail Gateway ¢! astaro
Deployment as ,,Inline Gateway*“

Internet Firewall AMG Internal
Users

Other traffic

Mailserver

© Astaro 2009 Astaro Overview - Page 35
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Astaro Mail Gateway ¢’ astaro
Deployment as dedicated Gateway

Internet Firewall Internal
Users

Other traffic
—
=

Mailserver
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Astaro Mail Gateway
Easily Managed: The browser-based GUI

Y astaro

Dashboard
Management

ro Secur

Fouting § Anti-Yirus

Anti-Spam

internet security

g‘ astaro

Exceptions § Relaying B advanced

Network Security

Web Security
kil S
r SMTP

SMTP Profiles
POP2
Encryption

Quarantine Report
Mail Manager

Reporting
Support

© Astaro 2009

—= Scan during SMTP transaction

Reject Malware during SMTP transaction \When this option is activated, one scan engine will

already scan messages during the SMTP

loled Global B Routing 8 anti-virus 8 Anti-Spam § Exceptions B Relaying 8 advanced

—= Anti-virus scanning

Anti-virus: | Quarantine v

() Single Scan (Magimum Perfarmance)
(#) Dual Scan (Maximum Security)

[] Quarantine unscannable content

—= MIME type filter

[ Quarantine audio content (2.9, mp3;
] Quarantine video content (e.g. mpg)
[] Quarantine executable content (e.g.

— Spam detection during SMTP transaction

Reject at SMTP Time: | Confirmed Spam v| Activate spam rejection in the SMTP transaction by
selecting a either to reject all Spam ar only
Confirmed Spam.

K

— RBLs {(Realtime blackhole lists)

[ Use recommended RELs Realt\me blackhale_lists (RELs, also called 'DNS
. . lists') are the first line in spam defense. RBL
[ Block dialup/residential hosts processing is very fast, so it is heavily

recommended ta leave this feature turned on.

Extra REL Zones

Congratulations on your new Astaro Secu

This wizard will guide wou through some basic configur
network secured and up and rurmning quickly.

Y¥ou can finish the wizard at any step by clickng the Ap
button. To complataely skip the wirard dick this button
paint without applyng any of its settngs by dicking the

— Spam filter

& Continue with this wizard
" Restore existing backup file
" Skip this wizard

Spam action: | Quarartine v/

Confirmed Spam action: | Quarartine v

10-Minute-Setup
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Astaro Mail Gateway ¢! astaro
The UserPortal

johndoe
john doe

johndoe@: ro.com

119 log events on file: % Delivered (8) 3 Rejected (104) % Quarantined (7) Blackholed (0) 2 Cancelled (0) ¢ Bounced (0) T Deleted (0)
Addresses: |AII v| Sender/Subject substring: |:| Received date: |—||'F| until |—|E|
ebofb ] nts match the filte i ort by eventtime, newest first ,and show | 20 entries per page.
Q 2008-08-23 22:06 Q 89.30.131.48 ‘f ret@solid-turning.com % Rejected: RBL (sbl-«bl.spamhaus.org)
Q. 2008-08-23 21:21 Q 20812126116 f bounce-8ESDCF4EES@infotrans mitter231.net % Rejected: Spam (confirmed)
E 3kB "__J Get a Live Video Spokesperson For Your Website
l{:,,.5.2008-08-23 21:04 Q 67.200.88.117 <€ healthylife@lzk.basiexam.com @ Delivered -= 64.78.19.251 (64.75.19.251)
E 2kB 0 5s :) Get Your Summer Cleaning Samples
G 2008-08-23 20:49 Q 206.71.50.137 f Meettonight@echolace.com % Rejected: Spam (confirmed)
[=d 7B ") johndoe@astaro.com, someone has a crush on you
@2008—08—2320:29 Q 216.39.127 86 f estoreexpress1@crp.mi00.net @ Delivered -= 64.78.19.251 (64.78.19.251)
E 2kB O 20s '__J Recession Proof Work Opportunity. 32 Spots in your city.
@ 2008-08-23 19:50 Q 67.200.88.28 { coffeedrinker@ppu.fatiguehalter.com @ Delivered -= 64.78.19.251 (64.78.19.251)
E 2kB O 215 "__J The real deal: a Gevalia coffee experience
Q 2008-08-23 19:38 Q 67.200.83.8 ‘f Carlnsurance@ty.categoricalworkhorse.com % Rejected: RBL (sbl-«bl.spamhaus.org)
Q. 2008-08-23 18:40 Q 83.133.127.158 f admin@t154.1paket.com % Rejected: Spam (confirmed)
E 2kB "__J JOHM, Flatten Your Tummy with a Trial of Colon Aid with Green Tea!
@ 2008-08-23 18:22 Q 207.58.157.154 f n.18432.78864471@tensci.com % Rejected: Spam (confirmed)
E 4kB "__J What are you doing tonight, John?
O 2008-08-23 17:26 Q 67.200.80.97 < dishdirect@xu.stimuliradius.com @ Quarantined: Spam
[ 2kB Cras ") Free Dish, Free Installation/ DISH Network. Most channels. Low price
G 2008-08-23 17:00 Q 67.200.83.24 f RebateProcessing@gbo.wrapperfreak.com % Rejected: RBL (sbl-xbl.spamhaus.org)
'{2:. 2008-08-23 16:48 Q 206.71.50.137 < Meettonight@echolace.com 3 Rejected: Spam (confirmed)
E TkB "__J Johndoe@astaro.com, someone has a crush on you

= Self-management of individual Mail Quarantine and Mail Log in 15 languages
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Astaro Mail Gateway ¢’ astaro
Daily Quarantine Report

tatistics lasl . DU

¢’ astaro

Total Emails: 216

Delivered: 44 (20%)

Rejected: 122 (56%)

Blackholed: 0 (0%) This report lists all quarantined emails. These are blocked because of spam, virus, bad file extensions, forbidden expressions
Quarantined: 50 (23%) or delivery errors. For questions please contact your mail administrator.

Quarantined emails since last report:

08:50:38 nevsletter@onlinehome.info karlordnung@freenet.de Newsletter von SPAMNEWSLETTER spam 9KB Release Whitelist
08:50:49 support@freepassbucks.com karlordnung@freenet.de Free Pass Bucks Password spam 1SKB Release Whitelist
08:50:53 f support@freepassbucks.com karlordnung@freenet.de Re: You are not going to believe it, you can try all these sites for free! virus 16KB

08:50:56 # nevsletter@onlinehome.info karlordnung@freenet.de Nevsletter von SPAMNEWSLETTER virus 16KB

08:51:03 # susi@memberarea.tv karlordnung@freenet.de Wichtig!! Geile Erotiknews in deiner Box, wenn du auf den Link klickst! expr 2KB

08:51:09 # hamed_shuaibu@yahoo.fr karlordnung@freenet.de Can you handle this project? ext 2KB

08:51:23 # susi@memberarea.tv a-all@astaro.de Wichtig!! Geile Erotiknews in deiner Box, wenn du auf den Link klickst! spam 2KB Release

Online Help:

To move an e-mail to your inbox, click its Release link.
Alternatively, if you click the Whitelist link, the e-mail will be moved to your inbox and the sender of the e-mail is whitelisted for the future, that is, mail from this e-mail address will always be allowed.

Note that you may only be able to release (and whitelist) messages with specific quarantine reasons.
Please contact your system administrator if you require assistance.

Astaro Security Gateway (c) Astaro AG 2002-2008

= Sent to each user on a daily basis at customizable times
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Astaro Mail Gateway ¢’ astaro
Products

Hardware Appliances

_ AMG 1000 AMG 2000 AMG 3000 AMG 4000

Smallto Medium

Medium business,

Environment Medium business Medium business

business enterprise division
Gigabit Network Ports 2 2 4 4
Recommended Users 50-300 200-800 700-3000 2000-5000
Email Throughput 50,000 100,000 150,000 200,000

(scaned Emails/h)

Software Appliance* l’
Runs on Intel-compatible PCs and servers an

Virtual Appliance* |
L

Runs in any VMware environment

*Pricing based on #Mailboxes
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Astaro Mail Gateway ¢! staro
Key Differentiators

Enterprise-Class Mail Security designed for SMEs:

= Mix of sophisticated spam detection techniques for SMTP & POP3
= Dual independent Antivirus Engines scan all SMTP & POP3-Mails
= Clientless Email Encryption at no extra charge

Mail
Security

= One-Click-Clustering and HA for maximum flexibility and scalability
= Easy integration with Active Directory and Exchange
= SSL-VPN for remote Exchange access

= | ocalized UserPortal and email reports
= |Individual spam management and personalized email log view
= User can select from 15 different languages

Easy to
manage
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Centralized Management for Astaro All-In-One Gateways
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Astaro Managed Security ¢! staro
Centralized Management for all Astaro Gateways

Astaro Command Center

Astaro Security Gateway

Astaro Mail Gateway Astaro Web Gateway
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Astaro Command Center .‘ Sillal
Feature Overview

=
-

Threat
License

Version —
Resource

vty : o%4 -~ C () Access

Real-time Management

Monitoring Site-to-Site VPN

Configuration

. Device
Management Maintenance
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Astaro Command Center
Easy to use

sSstarR0

Dashboard

Network

. |
Users
Groups
» Authentication

Support

WebAdmin
ACC System Management

© Astaro 2009

Global Settings |} & eDirectory || & Active Directory || Wil RADIUS || el TACACS+ [ il LDAP

—= Automatic user creation

Create users automatically:

Gateway Manager
WebAdmin

—= Automatic user creation for facilities

—= Authentication Cache

| {5 Flush authentication cache

— Live log

When this option is activated, the syste
automatically create user objects when

» Dashboard
Threats
Licenses
Versions
Resources
Services
Availability

: 1] hardware (10)
-] software (13)

unknown user successfully authenticate

R

astaro

internet security

|l

-

|al

v | al

~|

Version

Resource

rvi

Gateway Manager

Device Management for individual customers

Threat
Licanse

Version

Resource

Service =

Availability —

nse
Version =
Resource ——
Service =
Availability

icansa
Version

Resource

Service =

Availability

Availability
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Astaro Command Center
Products

Hardware Appliances

internet securi ty

g‘ astaro

Max. managed Gateways 20 50
Administrators 1 2
Clients 4 10

Software Appliance*
Runs on Intel-compatible PCs and servers

Virtual Appliance”
Runs in any VMware environment

© Astaro 2009

100 200
3 4
20 40

EF#:;%;Q

*Free of charge
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astaro
Benefits

Save administrative time and money when managing multiple
globally distributed security devices

Easily define and deploy company wide security policies

Keep an overview about the overall security status of your
network

Track critical device parameters in real-time

Simple Site-to-Site VPN Configuration
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astar0

Comprehensive Protection
Integrated appliances for email, web and network security
New layers of protection are added as quickly as new threats arrive
- All applications compete with best point solutions available

Easy to manage
Single browser-based GUI for simple management of all applications

Real-time automatic update of firmware and attack patterns keep
system always up-to-date

scales seamlessly from small offices to large headquarter installations

Cost efficient
Flexible deployment options
Minimal administration and operating costs
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Astaro
All-in-One Internet Security

For additional information:
Astaro Web Site
www.astaro.com

Astaro Software & Virtual Appliances Free Download
www.astaro.com/download

Astaro Feature Request Portal
http://feature.astaro.com



Astaro Gateway Software V7.5
What's New
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AxG V7.5

Overview

= Things of Major significance?
- Real-time Bandwidth Monitor
- Intrusion Protection Engine Upgrade
- Transparent Web Proxy with Authentication

- WebAdmin Improvements
- Import and Export of Lists

= How does this release help us?
- More convenience and usability for WebAdmin

- Features to help against competition
- Functionality to gain new customers



4
Real Time Bandwidth Monitor

Visibility

= “What’s going on
in my network?”

= Instant updates

= Determine who
and what is
slowing down the
network

= New Visuals for
Dashboard

&1 nttps://192168.50.1:4444/ R i |
udp | 192.168.50.10 56593 | 24.199.100.154 56765 | 10745453 | 26580 | 5720516 | 22346
udp | 192.168.50.10 56593 | 80.203.56.239 57761 | 806758 | 4191 | 2504606 | 4569
tcp | 192.168.50.10 57767 | 216.196.97.131 htps | 14505 | 357 1047777 | 704
tcp | 192.162.50.10 57773 | 216.196.97.131 https | 15630 | 369 1022752 | 686
tcp | 192.168.50.10 57758 | 216.196.97.131 htps | 11914 | 280 761421 | 514
tcp 192 168.50.10 57755 | 216.196.87.131 hitps 10543 253 T43467 499
tp | 192.168.50.10 57756 | 216.196.97.131 htps | 10606 | 250 740204 | 499
fcp 192.168.50.10 7761 | 216.196.87.131 hitps 109938 258 687494 465
tcp | 99.40.60.244 radix | 66.30.17.22 36300 | 512309 | 451 132124 | 304
tp | 192.168.50.10 57768 | 216.196.97.131 hitps | 9538 223 596424 | 402
tcp | 192.168.50.10 57760 | 216.196.97.131 https | 9151 217 503894 | 398
tp | 192.168.50.10 57759 | 216.196.97.131 https | 8350 205 596578 | 308
tcp | 192.168.50.10 57763 | 216.196.97.131 https | 9942 231 577069 | 391

192.168.50.10 57766 | 216.196.97.121 https | 2899 211 287
PEP 385
Astarc Security Gateway 279
355

601

330

340

326

eth0 Internal =

ethl External

eth2 unused
eth3 unused

Up Up
Cable Modem Up Up




Intrusion Protection Engine Upgrade
Stronger, Faster, Better.

= New Multi-Core e
Support ) Operatig system speciic atacks (697 attcks)

—¥] Windows (667 attacks) -+ - - - . . . Orop
— v| Linux (215 attacks) - - - . . . . . Drop
Drop

= Stop the latest - otrs (s atacks) < - -

. Attacks against Servers (1225 attacks, 801 warnings)
M I C I’OSOft — [V] HTTP Servers (467 attacks, 674 warnings)

— (/| Common (110 attacks, 212 warnings) - -

Exploits e s

L [V] Microsoft 11S (143 attacks) - - -
L [¥] Other HTTP Servers (20 attacks, 39 warnings)

[ | Up to 1 Ooo/o V] Coldfusion (19 attacks, 25 warnings) * °

L [7] Frontpage (4 attacks, 34 anan;hc!s)
Increase In L o ot 2 i)+
performance

Options

v [¥] Add extra wamings [ Notify
v V] Add extra wamnings [ Notify
v /] Add extra wamings [V Notify

V] Add extra wamings [V Notify
[V] Add extra wamnings  [¥] Notify
[7] Add extra wamings  [¥] Notify
[7] Add extra wamings [V Notify
[¥] Add extra wamings (V] Notify
[7) Add extra wamings (V] Notify
[ Add extra wamings  [¥] Notify
[¥] Add extra wamings ¥ Notify \.

LRI RICRICRICRICRIC L




Transparent Proxy with Authentication
Best of Both Worlds

= No Browser IRy S — el
~= Global HTTP settings e A
Changes = B\ —_
| you L ‘
= Authenticate = M. 8starn
. . . IRy Gateway Versign 7 po.

agalnSt EXIStIng laaas o— — -_ ’ 7htm.ffwww.asuro.cnrn

resources | - \u..,....,e S
= Configurable | U I ———T

timeout |

Global HTTP settings saved successfully

~= Live log




Transparent Proxy with Authentication
Customizable Portal

| .\ astarn
Great for Public setups | Y

| Nﬂhmlicalion required

| ‘hmw‘wmwm“ﬂw@mmmd
| This text i

| IS custom;i

roun mizahle.
| ayo

Y offer hee SOme

I ntermS Oque « or Slm ‘l
- Transparent Mode with Authentication - Ium"" ! ar. .

Subject: \Authmticatim required
Description:

Please login using your Windows username and p

Eln
st
| e berg o

/

Terms of Use:

<html xmlns:o="urn:schemas-microsoft-com:office:office"

-
xmlns:w="urn: schemas-microsoft-com:office:word" A
xmlns="http: //vww.w3.org/TR/REC-html40" >

<head>
. I - S - = -

ol
—




HTTP/S Proxy
Reputation Blocking

= Gobal rating 5

Management

system Wl Global @ AntiVirus/Malware @ URL Filtering § URL Filtering Categories B Exceptions 8 Advanced § HTTPS CAs
Users

~= URL filter

The URL content filter allows you to regulate which type of web content users are allowed to access. You
Network can either allow all content by default and then selectively deny access to certain content types or sites,

[ ] N ew c h ec k P or you can block everything by default and only selectively allow certain content types or sites.
Network Security & Allow content that does not match the criteria below.
fo r fi Ite ri n g € Block content that does not match the criteria below.

Definitions

HTTR/S Profiles
FTP ¥ Block URLs with a reputation below:
Mail Security  Trusted
YolIP Security C Neutral
w— & Unverified
1/ " Suspicious

gcomunication

Site-to-site YPN
REMOtE ACCESS I~ Community Education Religion
Logging ™ Criminal Activities

Reporting I” Drugs

[ Entertainment / Culture

[™ Extremistic Sites

Log off ™ Finance/Investing

[T Games/Gambles

rar

™ Information and Communication
™ Job Search

I Lifestyle L
-~ resac. e ™

Additional UR

Support
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Importing/Exporting of Lists
Many Uses!

=& Global § AntiVirus/Malware §§ URL Filtering § URL Fill

= Easily bring in
configuration
from other
solutions

= Port over lists to
other Astaro’s

= Applied to many
areas of
WebAdmin

Delimiter iNe

— URL filter
The URL content filter allows you to regulate which t : (Semicolon)
can either allow all content by default and then sele Comma m
or you can block everything by default and only sele ;

W . Nomedepot. com

© Allow content that does not match the criteria t EXPOTted text www.paypal.com
() Block content that does not match the criteria b WwiW.rei.com

[v! Block Spyware infection and communication
[ Block URLs with a reputation below:

Block these website categories:

[ Community Education Religion
[ Criminal Activities

["] prugs

["] Entertainment / Culture

[ Extremistic Sites

[ Finance/Investing

["] Games/Gambles

Orr

[ Information and Communication
["] Job Search

[7] Lifestyle

[] Locomotion

[ Medicine

B Nudity www. slashdot . com
[ Ordering WWW.WOOTt . COm

["] private Homepages WWW.astaro.com

[ Suspicious and Uncategorized import text Www.astarc.org
F up2date.astaro.com
- Weapons feature.astaro.com

["] Block access to uncategorized w




Upgraded SSL VPN
Latest & Greatest

;HGlohal S
= Compatible :2‘1._ - ety
with 64-bit |

Il Users and Groups

To enable remote access via SSL, please select

the Users and Groups that should be able to use
o wichndoe1 it. When no users or groups are specified, SSL
remote access cannot be tumed on.
SyStemS You also need to select which Local

be reachable to accessing SSL remote
access users,

= Support for
configuration
files

2tic packet filter rules is enabled,
the system will automatically allow access to the

spedified local networks for all accessing SSL VPN

VI Automatic Packet filter ryles

VPN has never
been easier!
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AxG V7.5

Pricing and Availability

= Last feature release for V7

= Pricing does not change

= No performance impact

= New collaterals will be available

= Customers with valid Maintenance agreements
receive V7.5 at no cost



For more info please visit the Astaro Up2date Blog at:

hitp://up2date.astaro.com




